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All claims being allowable. PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
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NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1 .31 3 and MPEP 1 308. 

1 . ^ This communication is responsive to 02/13/2006 . 

2. ^ The allowed claim(s) is/are 83-124 . 
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3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
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5. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 
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Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 
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DETAILED ACTION 

1 . This communication is in response to applicant's response received on February 
13,2006. 

2. Claims 1 to 82 are cancelled. 

Allowable Subject Matter 

1. Claims 83-124 are allowed. 

2. The following is an examiner's statement of reasons for allowance: 

The primary reasons for the allowance of the independent claims 83, 92, 97, 106, 
1 1 1 and 120 are the inclusion of the following limitations that are not found in the prior 
art and they are uniquely distinct features. The closest prior arts are Hardy et al. 
(6,079,018; hereinafter Hardy) and Epstein (6,453,416 B1). Hardy discloses a method 
and a system for digitally signing a document by applying a predefined one-way hash 
function to the document. Hardy also discloses that a value, K1 , is generated and this 
value is combined with a hash value of a document, H, which is generated by a 
hashing procedure in order to produce an intermediate value, K2. Epstein teaches a 
secure signing device and a method for using such a device to create a digital 
signature. Epstein further teaches that a number of data strings are provided by a 
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computer system and hash of one of the data is computed. However, these three arts, 
singularly or in combination, fail to anticipate or render the following limitation: 

"Claims 83 and 97: building a data block comprising a first random value and a 
cryptographic hash of the first random value; 

computing an encryption key, for encrypting the data block, by hashing a 
combination of the signature and a third random value." 

"Claims 92 and 106: accessing an encrypted data block, wherein the encrypted, 
data block comprises an encryption of a combination of a first random value and a hash 
of the first random value; 

computing a decryption key, configured to decrypt the encrypted data block, 
wherein computing the decryption key uses the signature generated on the second 
computing device and the third random value." 

"Claim 111: means for building a data block comprising a first random value and 
a cryptographic hash of the first random value; 

means for computing an encryption key, for encrypting the data block, by hashing 
a combination of the signature and a third random value." 



Application/Control Number: 09/661 ,049 Page 4 

Art Unit: 2132 

"Claim 120: means for accessing an encrypted data block, wherein the encrypted 
data block comprises an encryption of a combination of a first random value and a hash 
of the first random value; 

means for computing a decryption key, configured to decrypt the encrypted data 
block, wherein computing the decryption key uses the signature generated on the 
second computing device and the third random value." 

3. The dependent claims 84-91, 93-96, 98-105, 107-110, 112-119 and 121-124 are 
allowed because they were originally found to include a unique feature not found in the 
closest abovementioned art. 

4. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571- 
272-3808. The examiner can normally be reached on M-T 8-6. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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